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EXECUTIVE SUMMARY

Data has become the cornerstone of business,
increasingly used for improving performance,
product innovation, driving efficiencies,
complying with legislation and differentiating
against the competition.

Up to 90% of businesses now utilise the cloud in some shape or form,
according to a recent Accenture survey. Yet 65% claim cloud migration
has not provided them with the benefits they expected, with many
citing security/compliance and business/organisational complexity as
the main barriers to achieving these. Lock-in is another key concern.
While hyperscalers such as Microsoft Azure, Amazon Web Services
(AWS) and Google Cloud can help the business develop a cohesive
cloud platform, they can also make it difficult to utilise alternative best
of breed technology.

When the COVID-19 pandemic hit, businesses had to ramp up their use
of the cloud to support remote working despite these barriers. The shift
in demand spurred the rate of adoption and forced an acceleration in
innovation but it also saw risks increase. Those businesses without a
cohesive cloud strategy were suddenly exposed, leading to vulnerability
detection being supplanted by risk management.
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WHAT CAN
BUSINESSES DO
NOW TO SECURE
AND MAXIMISE
THE POTENTIAL
OF THEIR DATA nthin whitspeper s ook s ths

explosion of data, cloud migration

? and the speed of technology change,
I N T H E C LO U D H exploring the impact of each before

sharing how some businesses are

now overcoming these challenges to
go on to deliver business benefits.



1 DATA -THEBEATING HEART OF THE BUSINESS

We're all now living in a data-driven economy. From
social media to mobile apps to cloud computing we
are constantly generating data, particularly since the
emergence of newer technologies such as the Internet
of Things (loT) and Artificial Intelligence (Al). Over

2.5 quintillion bytes of data are generated every day
yet only a fraction of that is transformed and used to
deliver value to the business.

The need to manage, interpret, utilise and protect
this data is spurring demand for IT tools. Spending on
data investment has gone up 50% from 2019-2021,
compared to 2016-2018, according to McKinsey, as
businesses seek to both monetise the opportunities
presented by this data and control the risk and

cost. Let’s take a look at both the opportunities and
challenges the data economy is creating.

WHAT IS THE DATA ECONOMY?

OPPORTUNITIES

According to the Economist, data is “to this century
what oil was to the last one: a driver of growth and
change” It's an analogy proven correct at the end of
2020 when Zoom overtook Exxon Mobil in market

value. Data has also been described as the new gold
in the banking sector where an hour of downtime is

estimated to cost $6.48m.

Data is valuable, so it has to be protected,

but it also needs to be rapidly accessible

in order to provide maximum benefit.
To satisfy both these requirements, an
effective data management security
and compliance policy is heeded as
well as infrastructure that allows data
to be accessed, utilised and managed
using data visualisation tools to create
actionable intelligence.

\.
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The data economy is defined as a digital ecosystem where data is produced, distributed and shared in order to derive value
from the information. It is helping to rapidly advance new technologies such as the lIoT, Al and automation. According the
Harvard Business Review, the top three countries leading the global data economy are the US, the UK and China.
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https://www.cio.com/article/3609845/money-in-the-bank-data-is-the-new-gold.html

1 DATA - THE BEATING HEART OF THE BUSINESS

Data offers up a multitude of opportunities for organisations:

BUSINESS INSIGHTS

Data presents businesses with
the opportunity to understand
what is working and what is not in
relation to product development,
pricing, business costs, and
competitive positioning. Insights
can only be arrived at once data
has been collated, observed and
analysed. The McKinsey Global
Survey on data and analytics
found that half of all digitised
incumbents (i.e. businesses
where more than 20% of the
infrastructure/operations are
digital) are now extracting novel
insights from data that was
traditionally unrelated or sitting in
different systems

]

STRATEGIC PLANNING

Data has a direct impact on
innovation and competitive
differentiation. The same
McKinsey survey found high
growth businesses thought data
and analytics had contributed
at least 20% to earnings. Data
tools are also being used to
speed-up innovation. Robotic
Process Automation (RPA) is now
well established and enables
businesses to automate
previously manual data tasks
but it's now being superseded
by Machine Learning which
allows systems to refine
conclusions. Analytics is then
applied to identify patterns

and causality that might not

be immediately apparent.

HHH#

COMPLIANCE

Effective data management can
make it easier to meet regulatory
reporting requirements. Financial
organisations, for example,

deal with large volumes of

data which needs to be stored

in a structured way to enable
them to extract key information
to respond to regulatory or
customer requests. Previously
this data was housed internally
in data warehouses but banks
and regulators alike are now
turning to the Cloud to set up
processes that standardise how
data is stored and transferred,
according to KPMG.

)
|\
DATA SHARING

Data sharing is on the rise as
50% of businesses recognise
that doing so will increase
company growth. The McKinsey
survey found analytics-based
businesses are increasingly
pooling data via a shared utility,
with almost double the number of
companies forming data-related
partnerships along the value
chain compared to a year

ago. However, a recent Open
Data Institute and YouGov
survey found that only 27% of
businesses share data today
despite benefits that include
improved collaboration with
stakeholders and partners,
better service and product
delivery, and legal compliance.
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1 DATA - THE BEATING HEART OF THE BUSINESS

LEVERAGING DATA

Despite the obvious advantages presented by data,
many businesses struggle with their ‘data readiness’
which determines how effectively a business can utilise
data. There are real differences in the data readiness
between industry sectors. The best prepared are
finance and accounting, followed by IT and telecoms
and then legal, while the least prepared are those in the
engineering and design sector, according to an Open
Data Institute and YouGov survey.

Many businesses have sought to improve data
readiness by moving, either in whole or in part, to the
cloud, yet 65% claim the migration has not yielded

the expected benefits, according to Accenture. The
survey found private cloud users struggled far more
than public cloud users to achieve their goals with 87%
saying they would consider using managed services to
help get the most out of their deployments.

THE ROLE OF DATA ANALYTICS PLATFORMS

Data is undoubtedly valuable but it is
continually growing and can be costly to
store and to manage. It can quickly result in
a sprawling data architecture and data silos
meaning insights are lost, often due to an
inability to correlate data across disparate
silos. Businesses can recoup up to 35% of
their data spend in as little as six months,
according to McKinsey, by addressing
structural changes. Short term targets such
as improving data sourcing, architecture,
governance and consumption, can reduce
waste and provide actionable insights

that reduce annual spend by between
5-15% while longer term changes such as
redesigning and automating core processes,
integrating advanced technologies, and
embedding new ways of working, can result
in double digit savings.

Key to achieving these goals is a data
analytics platform that both improves data
handling and provides better visibility.

A data analytics platform utilises data from
numerous endpoints, allowing the business
to monitor the data flow in real-time and

to use that to deliver operational insights.
The software typically uses a web-based
interface and collects and indexes machine
data from data sources such as websites,
applications, sensors and systems. Agents
are deployed at these data points and
forward the data in its native format to the
data analytics platform where it can be
analysed to identify patterns, anomalies or
exceptions. Alerts and thresholds can be set
to enable effective monitoring of data 24x7.

The survey found private cloud users struggled far more than public

cloud users to achieve their goals with 87 % saying they would consider

using managed services to help get the most out of their deployments.
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1 DATA - THE BEATING HEART OF THE BUSINESS

These platforms feature

hundreds of apps that contain
report templates and configured
dashboards specific to the
technologies or the vertical being
monitored. Additional services
include disaster recovery,

ensuring precious data insights

are protected. But data analytics
platforms can prove expensive over
time. As the data mountain grows,
s0 too do the storage and licensing
costs, and given that data will only
ever ramp-up in volume, this can
see the business saddled with
spiraling costs.

While there are clear upsides to
using a data analytics platform,
such as increased access to
insights and versatility, these

have to be considered against the
downsides of escalating costs.
Thankfully these can now be
countered by applying technology
to reduce the amount of data being
processed and stored.

EVALUATING DATA ANALYTICS PLATFORMS

() ADVANTAGES DISADVANTAGES

o

o

© O O O
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Real-time data. Draws data from source in
real-time enabling it to be made accessible
where and when needed and analysed
instantly.

Range of apps available. Have hundreds of
apps that feature ready-made reports and
dashboards built for specific technologies or
use cases.

Ability to reduce data spend. Data storage
and licence costs can be reduced by cutting
down on the amount of data being processed.

Monitoring 24x7. Uses monitoring tools to
identify patterns, anomalies and exceptions.

Alerts and thresholds. Criteria can be used to
look for specific data events at data points.

Additional features. Fail-over and disaster
recovery are built-in to ensure data is
protected.

Size of investment. Initial investment can

be high. The business will need to buy an
enterprise license, pay AWS storage costs or
cloud storage costs.

Demonstrating ROI. Generate ROl by
simplifying management, streamlining data
ingest, speeding up analysis and helping
the business meet its compliance demands.
However, it becomes difficult to continue to
justify the investment as data management
costs begin to escalate.

Need to control spend. Storage and licence
costs will increase over time, which can see
costs grow exponentially, depending on the
number of gigabytes being processed daily.

Vendor lock-in. As all data analysis is carried
out within the platform’s applications, the
business is tied into one provider. This
means the business can’'t send data to other
processing environments and may find it
difficult to utilise other best of breed cloud
native technologies.

O

O

&
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2 MOVINGTO THE CLOUD

Estimates suggest 90% of businesses now utilise the
cloud in some shape or form (according to Accenture),
with 77% of enterprises now using the public cloud and
84% intending to build out their cloud projects further
(according to Contino).

The consensus is that the cloud is more flexible,
scalable and cost effective than on-premises solutions
and that it makes it easier to collaborate, fostering
innovation and growth. Top benefits identified in the
Accenture survey included provision of an ‘ever up to
date’ workplace, easier access to a cloud management
platform, optimisation of the network for cloud,
optimising the cloud for business and being better
able to meet business goals. However, the Contino
report found only 23% are fully cloud native, with most
businesses ‘replatforming’ when migrating applications
to the Cloud.

Cloud migration initially began with Infrastructure as a
Service (laaS) but now Platform as a Service (Paa$S) is
becoming more dominant as this allows the business
to begin to adopt a cloud native operating model. This
suggests we are at a point of transition, as teams begin
to get to grips with new ways of working. But there are
limiting factors, principally security, compliance, cost
and vendor lock-in.

Many businesses are hanging back from committing

to the cloud more fully until they have been able to
adopt cloud native security tools which in turn will
make it easier to meet regulatory requirements. Being
able to demonstrate ROl is also a concern. Only 11% of
businesses (according to Accenture) are satisfied with
the cost savings achieved in the cloud. Once costs can
be controlled, then cloud migration can increase and
deployments begin to mature.
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2 MOVING TO THE CLOUD

Factors inhibiting cloud adoption include:

Security and compliance: The Accenture survey
found security and compliance was the top risk
cited by 65% of companies while the complexity
of change required in the business came a close
second at 55%. Yet organisations find managing
both easier in the cloud than on premises, with a
Contino report finding 93% view it as ‘more’ or ‘as
secure’ and 72% ‘easier’ or ‘much easier’ to stay
compliant. It concludes that this contradiction
reveals that “switching to cloud-native security
and compliance models is a struggle”. McKinsey
reports that 52% of ClOs have not been able to
reach their agility objectives because of security
and compliance obstacles. Data breaches,
misconfiguration/inadequate change management,
and insufficient identity and access management
(IAM) number among the top security threats,
according to the Cloud Security Alliance (CSA)
report ‘Top Threats to Cloud Computing: The
Egregious Eleven’ lists.

Compliance with legal and financial requirements
such as data privacy regulations like GDPR, financial
regulations like Sarbanes-Oxley, and security
standards such as the PCI DSS or ISO 27000 series.
These can also cause issues because teams attempt
to replicate their existing on-premises practices in
the cloud instead of embracing cloud-native tools
and techniques.

Data architecture: The business
needs to have technical
infrastructure in place that
allows the cloud to be used
productively. The CSA report
noted the absence of a cloud
security architecture and
strategy were a top threat to the
viability of cloud deployments.
Having an effective data
strategy in place ensures

data integrity is prioritised
along with the rapid collection
and dissemination of data to
facilitate decision making.
However, the Contino report
found nearly a tenth of the
organisations they questioned
had no cloud strategy at all
while 16% were in the process
of developing one, suggesting
many are entering the cloud ill
prepared.

Vendor lock-in: Although using
a hyperscaler confers a number
of advantages, providing access
to advanced cloud services
such as serverless computing,
big data, machine learning and
containerisation, dependency
on these services can lead to
vendor lock-in. The Contino
report found 63% of those
questioned were ‘somewhat’ or
‘very afraid’ of getting locked
into a single cloud provider.

There are a number of cloud
models the business can choose
to use, from private cloud
(deployed internally but can be
expensive), to a public cloud
hyperscaler service (such as
AWS, Azure or GCP) to a hybrid

cloud (which is a mix of the two).

But the fear of vendor lock-in is
now seeing some companies go
for a multi-cloud set-up, where
more than one hyperscaler is
used, with 20% having adopted
this model.
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2 MOVING TO THE CLOUD

BARRIERS TO ADOPTION OF PUBLIC CLOUD SERVICES

Yy

31%

4

37%

48 % 32%

security concerns compliance concerns too expensive developing a cloud
native operating model

Source: ‘The State of Public Cloud in the Enterprise — Contino Research Report 2020’

65%

Security and compliance risk

55%

complexity of business and
organisational change

43%

legacy infrastructure and/or
application sprawl

lack of cloud skills

Source: ‘Future Systems Research 2020 — Accenture’
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SPEED OF TECHNOLOGY CHANGE

Cloud adoption was already well established prior to
the pandemic but it has undoubtedly accelerated over
the course of the past year. McKinsey stated that its
clients have experienced the equivalent to seven years’
worth of progress with regards to transformation during
the first six months of 2020: a story that surprised
many who expected businesses to hunker down and
use technology to cut costs.

Businesses are using transformation to become leaner,
more efficient and more competitive. This has been
corroborated by the latest PWC Annual Global CEO
Survey (March 2021), which found 83% of CEOs
intend to invest more in digital transformation over

the next three years and reported an increase in the
adoption of advanced analytics capabilities to inform
decision making.

The pandemic has forced businesses to rapidly roll out
support for working from home and to engage with
their customers over digital platforms. Remote working
is now 43 times higher than before the first lockdown,
according to a McKinsey report, while demand for
advanced technologies in business decision making
also increased by a factor of 25. This shift has
increased the exposure of the business, leading to an
emphasis on fire fighting and risk management.

Businesses are finding they have to be more agile to
react to changing circumstances such as disrupted
supply chains, remote working/customer support, and
so have had to invest in technology and cloud-based
services that provide ‘access anywhere’ But providing
this access came at a cost: the risk of introducing
software bugs, suffering security breaches and
experiencing network performance issues has
increased. Consequently, teams have come under
pressure to monitor and observe more effectively and
vendors to integrate these technologies more tightly
into their offerings.

It's been a steep learning curve but one that will have

a profound effect. Expectations are that some form of
remote working will persist — a Deloitte Survey predicts
home working will increase fivefold by 2025 - so

these problems are not going to go away. We can also
expect a tighter focus on budgets as we enter the new
post-pandemic economy as those businesses that do
survive are likely to come under increased financial
pressure as taxes increase.
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4 BUSINESS PRIORITIES

o

The implications of all of the above means businesses are going to want technologies that are flexible, cost efficient, secure and compliant.

FLEXIBLE

In IT, things change at an ever-increasing pace, particularly in light of recent events. We're
in a world of flux, where companies need to be able to respond and innovate. It is therefore
important to choose products that provide you with the flexibility to change your mind
about how you do things.

COST EFFICIENT

The future of the economy is uncertain and businesses are under threat and having to
protect cashflow. This means it makes sense to ‘buy smart’ and invest in technologies that
will deliver what the business needs in a sustainable way, without incremental costs. As the
business grows you need to know that this won't lead to punitive costs along the way.

-

SECURE AND COMPLIANT

Cloud adoption is growing and has been accelerated by the pandemic but this has also
seen an increase in risk. Security and the ability to meet compliance demands are the top
concerns when moving to the cloud. Yet, the cloud is also perceived as a more reliable
environment when using cloud-native security solutions. To truly be able to utilise best-of-
breed solutions, it's important to ensure you're not locked-in to one cloud provider.
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TECHNOLOGIES THAT DELIVER VALUE FROM DATA

The acceleration of customer and business demands now
means that site reliability engineers and IT Ops analysts
require operational visibility into their entire architecture.
This simply isn't possible using traditional Application
Performance Monitoring (APM) tools, dev logging tools,
and (Site Reliability Engineering) SRE tools.

In a modern cloud native environment with micro-services
architectures, containerisation and perhaps hybrid cloud
or serverless architectures, systems are much more
complex and dynamic, making it difficult to monitor these
technologies. The proliferation of microservices means
much of this data goes unseen. To understand what’s
happening you need a way of observing events and
behaviours to identify patterns and trends.

m OBSERVABILITY ALLOWS YOU TO...

OBSERVABILITY

Observability differs from, but is complementary to,
monitoring. It enables cross functional teams to understand
and answer specific questions about what’s happening
across highly distributed systems. It identifies patterns and
trends that can be used to pinpoint anomalies and inform
commercial decisions using telemetry data from metrics,
traces, logs and events. But observability is not just about
problem solving; it’s also about seizing opportunities.

Collect, explore, alert, and correlate all
telemetry data types

Accelerate time to market
Ensure uptime and performance
Troubleshoot and resolve issues faster

Gain greater operating efficiency and
produce high-quality software at scale

Understand the real-time fluctuations of
your digital business performance

Optimise investments

Build a culture of innovation
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5 TECHNOLOGIES THAT DELIVER VALUE FROM DATA

Observability can add real value to the business,
spotting potential trouble spots before they occur
(‘'unknown unknowns’), and delivering opportunities

& OBSERVABILITY DEFINED

to cut costs, differentiate, improve or innovate.
Observability uses broader metrics and monitors more

widely than APM, so needs to crunch large amounts of Observability is the characteristic of software and

data using cloud native tools. systems that allows them to be “seen” and allows
questions about their behaviour to be answered.
It's here where the argument falls down for many Observability is an evolution of established monitoring,

businesses. They struggle to justify the expense of

T - ; . emphasising visibility of the state of the digital service
scrutinising more data, in real-time, which demands

more cloud storage space. Yet observability doesn’t by e?(plo.rlng hl'gh' c?rdlnallty data OUtPthS from the
require access to all of the data all of the time: it can application. This is in contrast to traditional forms of
be focused. By looking at the right data at the right monitoring that focus on the individual components

time, it’s possible to minimise the cost and resources that make up the service.

dedicated to observability. — Source: Gartner

By 2024, 30% of enterprises implementing distributed system
architectures will have adopted observability techniques to
improve digital business service performance.

— Source: Gartner
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WHAT DO
YOU WANT
TO DO WITH
YOUR DATA?

Businesses frequently want and need
to take the same datasets and use
them for multiple business purposes.
Those datasets may sit across a
variety of tools and systems. Broadly
speaking, organisations need to

manage their data in three different
ways: Route, Reduce, Transform



5 TECHNOLOGIES THAT DELIVER VALUE FROM DATA

ROUTE IT !

Data sitting in different tools and systems may be
required to be routed to other tools and systems for
a variety of business purposes. Storing all data on
your analytics platform can be expensive because
these platforms need responsive, fast storage and so
it makes sense to separate data or route it, based on
whether you need to analyse or retain it.

The store you push to will vary depending on what
the data is needed for. It could be a real-time system,
a batch analytics store or an archive as required for
compliance mandates which oblige you to keep data
for a set number of years.

IT and DevOps also often need to route data to
multiple destinations. This can be time consuming and
expensive but using observability pipeline technology
to do this can make things simpler and faster.

Such technologies mean you can opt to change your
cloud provider, data analysis platform or applications
without needing to worry about how you'll access your
data. You can completely avoid the prospect of vendor
lock-in and vote with your feet if your current solution
becomes too expensive or inflexible or you simply want
to take advantage of other technologies.

N SCENARIO 1|

You want to keep your data online for analysis for 90 days while at the
same time routing it to an Amazon S3 bucket for cheaper, long-term
storage. But let's say you then need to retrieve it from S3 at a later date
to investigate a security incident. You deleted the data from the analysis
platform to save costs but because the original data is archived on the
S3 you can replay it and analyse it at any time. Reducing data retention
on fast, expensive storage can lead to huge cost savings (we have seen
one company saving 93% on their storage costs this way).

DR SCENARIO 2_

Your current cloud provider has increased their prices to the point
where you feel you have no alternative but to move to another provider.
Routing a second copy of your data to the new provider can make it
easier to migrate by allowing you to move one service at a time.

DR SCENARIO3_

Things change; and you may need to move some or all of your data to a
different data analysis platform that requires data in a different format
(e.g. JSON) You can route selected data to either or both new and old
platforms, optionally changing the format for each platform.

BUSINESS BENEFIT

Ensures all of your data is sitting in all required locations for a host

of different business purposes. Reduces the infrastructure costs by
routing data to the most cost-effective place. Avoids the need to invest
in additional agents and dedicated pipelines. Helps drive a flexible
approach to data analysis, allowing you to change your mind as things
change without incurring punitive costs.
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5 TECHNOLOGIES THAT DELIVER VALUE FROM DATA

REDUCE IT !

Data analysis tools often charge by the volume of data you
use, events per second (eps) or more recently, infrastructure
(or workload) based pricing. With either licensing method,
the more you use, the more licence you'll require and the
higher your storage costs. Reducing the volume of data being
passed to the data analysis tool can therefore reap significant
cost savings. Businesses can instantly reduce daily ingest
volumes by 25% or by 50% when dropping, sampling or
suppressing events.

There are a number of ways you can cut the fat from your data
stream. For example:

* Route areduced dataset to your expensive analysis
platform whilst sending a full-fidelity dataset to inexpensive,
object storage for long-term storage

 Filter out entire, unnecessary events in the data stream

» Drop fields based on their name or value, e.g. value=null

« De-duplicate feeds or events

« Extract the data from events and turn it into metrics inflight

« Sample data using a representative sample and discard the
majority of events

« Throttle data if it spikes unexpectedly, thus avoiding bill
shock in the analysis platform

 Remove unwanted headers or footers from events

Your data contains many fields where the value is “null” 100% of the time. It is
completely useless to waste license and storage space on a key/value pair, when
the value is always “null”. So being able to remove both the “key” and “value”,
when the value is “null” can save a great deal of space.

Your logging sources sometimes generate duplicates which are being streamed
straight to the data analysis platform, requiring you to process more data and
utilise more storage than you need. Using an observability pipeline, you are able
to suppress identical events allowing just one copy through and enabling you to
reduce data ingestion by, for example, 93%.

Your Windows Event Logs are uploaded to the Cloud daily, requiring you to
upload terabytes of data. Deduplicating these event logs immediately cuts the
data volume by 20%.

SCENARIO 4

You are receiving telemetry data as events. Each event has a series of header
fields and one or more counters. You only require the counters, so we can identify
trends. A good observability data processor can have these verbose events
turned into much smaller metrics, and then forward to the analysis platform.

Occasionally, something happens that results in an “order of magnitude” more
data from a particular source or group of sources. This data is often not useful in
itself, all we needed to know was that something happened. Observability tools
should be able to throttle data for specific sources.

BUSINESS BENEFIT

Substantially reduces data volumes and, in turn analytics platform licence and
storage costs.
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TRANSFORM IT |

As well and routing and reducing data, you may also need to
transform or alter datasets in real time as they are routed between
source and destination tools and systems, for a variety of reasons and
purposes. This may be related to the modernity and capability of the
destination tool being different to the source tool or it may be related
to the need to alter a dataset in line with a business requirement.

Not all systems can receive data in its original format. For example,
XML data generated by legacy systems may need to be converted
into a more lightweight format like JSON or perhaps JSON is the only
format that the destination tool is capable of reading and receiving
data in. JSON is generally easier for both human and machine to
comprehend. So, being able to take XML and reformat data as JSON
or better still, metrics, can result in big savings and better insights.

Given the emphasis on Data Privacy with regulations like GDPR

and high-profile court cases like “Schrems versus Facebook’,
organisations need to be especially careful in their handling and use
of personal data. A good observability tool will allow you to, at the
very least, mask personal data if not encrypt it, so that by the time it
is stored on disk it is unreadable.

Transforming also allows you to get the most out of your existing
legacy investment by ensuring you can still extract data from these
systems into a cloud/contemporary environment.

Using an observability pipeline, you can transform data in a number
of ways for different purposes and destinations, and do this on the
fly, saving you time. This might be business driven (e.g. by the need
to put data in a specific format to meet compliance criteria) or it
could be destination driven (e.g. the receiving system requires data
in a different format).

SCENARIO 1

You have source data on a legacy system in XML format and need to get
the data to another tool for a security investigation. The destination tool
can only receive in JSON format. Transforming the data on-the-fly using
an observability pipeline allows you to continue to use existing systems,
maximising ROI, whilst making it easier and more cost effective to route

the data, avoiding the punitive costs of transferring it to another tool.

SCENARIO 2

Compliance regulations dictate that you must encrypt personal data in
a specific format when it is sent to other tools. Using the observability
pipeline, you are able to both dynamically encrypt and convert the data
into an acceptable format to meet your obligations.

SCENARIO 3

Your AWS Firehose sends data to a Splunk HTTP Event Collector (HEC).
When the HEC is unavailable, it saves failover events to an encrypted S3
bucket. Splunk is able to read the data from S3 but failover data is stored
in a different format in S3. Your observability tool can pull the failover
events from the S3 bucket and convert them to the same format as if they
had come from Firehose directly. This saves a lot of cycles in Splunk.

BUSINESS BENEFIT

In addition to the cost-savings gained by routing and reducing your data,
the ability to transform your data adds further savings by allowing you to
pre-process data before it arrives at the data analysis platform.
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CRIBL LOGSTREAM

To route, reduce or transform your data and cut costs you'll need an Event Stream Processor
(ESP). Cribl LogStream is the leading ESP on the market, providing innovative solutions for your
observability pipelines. It uses existing agents (or collects data where an agent isn't available),
streamlines that data and reshapes it before sending it on to multiple destinations. So, you can
combine all the other pipelines under one observability tool to parse, restructure and enrich
data in flight before you pay to analyse it, shrinking consumption costs.

The Cribl LogStream solution is a cloud-native application that enables you to:

* ROUTE: Receive data from all popular log agents and protocols (Splunk, Beats, Syslog,
Firehose, Kafka, S3 etc) and point all of these sources at Cribl Logstream. The solution
can take these events, process them (at which point they can be enriched, reduced or
transformed) and route them to specific destinations.

Additionally, LogStream can read data back from an object store such as AWS S3 or Azure
Blob and replay it at any time or send it on to an analysis tool like Splunk.

« REDUCE: LogStream can reduce the data it receives before sending it on to its destination
using several methods such as: drop events, filter events (e.g. by field name, value etc),
deduplicate events, convert to metrics, sampling, throttling, removal of headers/footers,
etc. This results in a vast reduction of the TCO of your analysis tool, even after taking into
account the cost of Cribl LogStream, with a minimum saving of 10% of your Splunk spend
and often a lot more.

« TRANSFORM: LogStream can change the format of events (e.g. XML to JSON), convert
events to metrics and mask or encrypt personal data.

4Data Solutions provides solutions and services to help organisations unlock the potential of
their data. We help businesses use data to innovate, differentiate and create new efficiencies
whilst keeping it safe and aligned with regulatory compliance.

If any of these arguments and examples resonate
with you and you want to find out more on how
to route, reduce and transform your data to save
costs and become more efficient in the cloud, do
get in touch with us. We'd be delighted to discuss
your particular circumstances and what you need
help with.

For a demonstration of Cribl Logstream or to
arrange a free trial, call us at: +44 330 128 9180
or email us at info@4datasolutions.com.

e' UNLOCK THE POTENTIAL OF YOUR DATA
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CRIBL LOGSTREAM — USE CASES
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SMART ROUTING

Blue Voyant, a cyber security
service provider, is using Cribl
Logstream to help with processing
over 3 million events per second.
It's using Logstream for parsing
routing and analysing security
telemetry and internet metadata,
providing the company with smart
routing, field extraction, data
masking and real-time detection at
the edge.
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REROUTING AND
REDUCING DATA

TransUnion, a global information
and insights company, uses Cribl
Logstream to reroute the same
dataset to multiple destinations
without the need to install
additional agents or collectors.

It's been able to reduce data
volumes so that logs teams that
were examining approximately 1TB
of data per day now only need

to attend to around 150GB. Data
volumes have also been reduced
by checking external requests
against known, trusted sources,
leading to more than half of
requests being filtered out. Useless
event codes and unnecessary
fields in Windows Event Logs have
also been stripped out as have
uninteresting or repetitive data in
VPC Flow Logs.

O

PROCESSING ON THE FLY

Accuhealth provides remote
patient health monitoring to health
practices. It uses Cribl Logstream
to analyse 250,000 readings per
month from patient monitoring
devices which is pre-processed

in flight prior to reaching Splunk.
Consequently, search speeds

are between 10-100 times faster
leading to savings per month that
equate to a year’s storage and
licensing costs. This means the
business has been able to increase
the amount of data it analyses by
more than 20 times, speeding up
time to insight.
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DYNAMIC ENCRYPTION
OF PERSONAL DATA

One of the ten largest retail
companies in Europe, based in
Germany uses Cribl Logstream

to process a standard log format
sent to Splunk HTTP Event
Collectors (HEC). LogStream is
able to identify nested personal
data inflight and encrypt it before
it arrives at Splunk to be indexed.
Subject to the right level of Role
Based Access Control (RBAC), the
user is able to decrypt some or all
of the personal data.
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6 ABOUT 4DATA SOLUTIONS

We have been working at the top end of Splunk professional services since
2008 and as a Cribl Elite Partner (EMEA) we implement Cribl LogStream to
help solve business problems, including reducing the TCO of Splunk and
meeting data compliance demands. We are also a Corelight Gold Partner
and MSSP, and a certified reseller for ThreatStatus.

We are a Certified Global Splunk Professional Services Partner, a Splunk
Cloud Partner and a Splunk Reseller who specialise in Splunk security and
compliance. Our consultants holding CISSP and Splunk Enterprise Security
Certifications. Our team has deep expertise around PCI DSS, having written
and implemented a successful Splunk PCl app and a Splunk GPG13 app

for the UK Government. We also specialise in IT Operations helping many
Splunk clients with their ITSI implementations.

(T)data

SOLUTIONS

We have offices in the UK, South Africa and Germany.

We strongly believe in conducting business ethically and
that people value working with skilled and experienced
technology partners who are also friendly, straight
talking, helpful and conscientious. That's why we have
signed the UK HM Forces Covenant to help military
veterans find work and have been selected to support the
TechVets program, a Splunk initiative that helps military
veterans become Splunk Certified Consultants.

ARMED FORCES
COVENANT

Whether you would benefit from help and guidance around the
implementation of our cloud native solutions or you need in depth
professional services to help you architect, deploy, maintain and support
more complex solutions, we can help.

For more information, please go to: 4datasolutions.com, call us on +44 (0)330 128 9180 or email info@4datasolutions.com.
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