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MARKET BACKGROUND1

Security threats are becoming more organised 
and more serious. So far this year, we've seen 
the Colonial Pipeline ransomware attack on a 
major US pipeline and allegedly a $5m ransom 
demand from DarkSide, a Russian-based group. 
We've seen numerous attacks against Microsoft 
Exchange Server, which were attributed to the 
HAFNIUM group operating out of China. 

Before that, we saw the SolarWinds attack, purported to be a Russian 
state-sponsored assault on US government networks that also affected 425 US 
Fortune 400 companies as well as US accounting firms, universities and colleges 
worldwide. Even security vendors have suffered, with FireEye being compromised 
under SolarWinds, SonicWall reporting three critical issues with its firewall 
solution, which were exploited pre-patch, and Pulse Connect Secure reporting a 
remote code execution vulnerability attributed to Chinese group UNC2630.

https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://www.csoonline.com/article/3601508/solarwinds-supply-chain-attack-explained-why-organizations-were-not-prepared.html
https://www.zdnet.com/article/zero-day-vulnerabilities-in-sonicwall-email-security-are-being-exploited-in-the-wild/
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1 MARKET BACKGROUND 

Businesses may well think they're not the 
target of state-sponsored attacks and are 
unlikely to get caught in the crossfire, but 
the reality is that once these groups have 
used this information, it's then exploited by 
crypto miners who may use it for phishing 
or credential stuffing attacks or even to 
gain access to the network. The Ponemon 
Institute found that 52% of data breaches  
in 2020 were caused by malicious attacks.

Prevention is always better than cure, but 
this requires IT departments to stay on top 
of their patching, and downtime can be 
problematic for services that are needed 
24x7. So, teams need to remain vigilant 
and monitor multiple sources of data for 
effective threat detection and response, 
but it's still taking the team too long to 
remediate. The Ponemon Institute found it 
takes an average of 280 days for teams to 
identify and contain a data breach.

According to the Verizon 2021 Data Breach 
Investigations Report (DBIR), the situation 
has worsened under the pandemic, which 
has seen breaches increase by a third over 
the last year. Phishing has risen 11% and 
ransomware 6%, while 80% of breaches 
weren't even detected internally – they were 
discovered by external parties – begging 
the question of whether Security Operations 
Centers (SOCs) are operating as effectively 
as they could be. (The Ponemon Institute 
recently found only 50% of organisations 
think their SOC is effective.)

https://www.verizon.com/about/news/verizon-2021-data-breach-investigations-report
https://www.verizon.com/about/news/verizon-2021-data-breach-investigations-report
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2 CURRENT PRACTICES

To monitor network security, mid to large organisations 
recognise they either need to employ security analysts, 
which can be expensive and difficult to achieve given their 
shortage and salary costs; or invest in SIEM as a Service 
(Security Information and Event Management).

A SIEM is critical for providing real-time 
analysis and security alerts from data 
generating by applications, systems and 
network infrastructure. It collects data from log 
files for analysis to report on security threats 
and events and conducts real-time systems 
monitoring, using rule-based correlation and 
machine learning anomaly detection to alert 
the SOC to possible issues. More recently, 
SIEM tools like Splunk Enterprise Security have 
incorporated UEBA and Security Orchestration 
and Response technologies into them in order 
to deliver rich security analysis.

The SIEM itself does not generate data but 
instead relies on having access to data from 
a broad list of technologies and can only be 
as effective as the data it receives. SIEM has 
traditionally relied upon data from log files, but 
this leaves big gaps in the security landscape. 

To fill these gaps, new EDR (Endpoint Detection 
and Response) and NDR (Network Detection 
and Response) technologies emerged. 

EDR technologies typically rely upon agents 
that collect data on hosts and apply some 
behavioural analysis to attempt to capture 
unusual behaviour. Many and especially larger 
organisations, already have an EDR tool.

NDR is concerned with the capture and 
analysis of network packets coming in and out 
of your network (referred to as the 'North' and 
'South') and between interior infrastructure 
('East' and 'West'). NDR combines a 
Network Intrusion Detection System 
(NIDS) and Network Traffic Analysis (NTA) 
technologies to detect the things that an 
EDR can miss or is not capable of seeing.
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2 CURRENT PRACTICES

SOC VISIBILITY TRIAD

The three components, SIEM/UEBA, EDR and NDR, form what is 
commonly referred to as the SOC Visibility Triad. This gives the 
SOC increased threat visibility, detection, response, investigation 
and remediation powers.

The term was coined in a Gartner research report  
('Applying Network-Centric approaches for threat detection  
and response', March 18, 2019 (ID: G00373460) by Augusto 
Barros, Anton Chuvakin and Anna Belak) where the authors 
compared the three technologies with the Nuclear Triad of the 
Cold War (which consisted of an arsenal of strategic bombers, 
intercontinental ballistic missiles (ICBMs) and missile submarines). 

The analogy in a network context is summarised by Gartner as:

1.  SIEM/UEBA provides the ability to collect and analyse logs 
generated by the IT infrastructure, applications and other 
security tools. 

2.  Endpoint detection and response provides the ability to  
capture execution, local connections, system changes,  
memory activities and other operations from endpoints. 

3.  Network-centric detection and response (NTA, NFT and IDPS) 
are provided by the tools focused on capturing and/or  
analysing network traffic, as covered in this research. 

The SIEM sits at the heart of it all, with data input from EDR  
and NDR. All three ensure that sufficient, good quality data is 
passed to the SIEM for analysis.
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2 CURRENT PRACTICES

BARRIERS TO SUCCESSFUL NDR

The problem facing many businesses is that, while SIEM and EDR are 
relatively straightforward to cost-justify, NDR is more of a problem. 
This is because it produces a LOT of data, which, once put into a 
SIEM, can make the Triad prohibitively expensive to achieve. 

It can be tempting for some organisations to purchase an EDR 
solution and to consider this satisfactory, but this is missing an 
important point. EDR is prone to circumvention by experienced 
hackers and also relies on an agent actually being deployed. NDR has 
no such restrictions and is practically impossible to bypass. So NDR 
is not a luxury but instead an essential part of a modern SOC.

Many of the organisations we have spoken to say the biggest 
barrier to implementation is the cost associated with the analysis 
of data generated by the NDR. These organisations typically use 
10 GbE or 100GbE networks, which increase bandwidth and data 
throughput significantly. An NDR captures and analyses colossal 
amounts of telemetry data over these networks, and even though the 
NDR generates a fraction of what it consumes, it is nevertheless a 
significant amount of data.

Yet NDR is the one element of the Triad that businesses cannot 
afford to do without because it captures more information, is 
essential for security incident triage and is becoming increasingly 
relevant as the size and sophistication of attacks grow. It's arguably 
the most useful of the three products in being able to alert 
administrators that there has been a compromise and is particularly 
useful during incident investigation, but the cost of running it means 
it is also the most likely to be omitted. So how do you tip the scales 
to reduce the data ingest and make NDR more cost-efficient?
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3 CORELIGHT PROPOSITION

First, you need to choose a good NDR.

Some manufacturers have added a security 
analysis feature to their NDR products, but 
these only tend to work well with specific 
technologies, usually aligned with the 
manufacturer’s own product set.

Since the NDR data will inevitably have to 
be sent to a SIEM, it doesn’t always make 
sense to pay for the analysis twice; once by 
an expensive NDR product and then again 
by the SIEM.

Corelight has 25 years of experience with 
network traffic analysis, and on a scale of 
"show me every packet on the network" to 
"only show me the interesting highlights", 
Corelight sits in the middle and focuses on 
doing a great job of analysing protocols and 
giving you rich telemetry data that you can 
feed to any SIEM for analysis. Corelight call 
this Open NDR.

The principle of Open NDR is that the 
NDR does not need to do analysis that the 
SIEM will do and instead should focus on 

analysing the network traffic to produce 
rich, contextual metadata that the SIEM can 
analyse. Furthermore, Open NDR does not 
care which SIEM you use, allowing you the 
freedom to change SIEM or your MSSP at a 
later date.

The NDR feed can be filtered using specific 
protocols that identify the most interesting 
and relevant data. Corelight's NDR is built 
on open source technology which means it 
is system agnostic, so it can integrate with 
the existing network stack. It uses the Zeek 
network analysis framework and Suricata 
alerts embedded in Zeek logs to make it 
easier to detect patterns. However, Zeek's 
strength (it can analyse over 400 fields of 
data in real-time from network traffic) is also 
its weakness as it can hamper performance.

The Corelight NDR takes the pain out of 
deploying Zeek by systemically organising 
data. So data from, for example, legacy 
logging systems is suspended while data 
containing security-focused critical data 
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3 CORELIGHT PROPOSITION

is prioritised. It provides elements missing 
from Zeek, such as virtual, software and 
cloud sensors, encrypted traffic collection, 
native integration with Suricata, optimised 
file extraction, performance monitoring, 
management functions, log stream forking 
to multiple destinations, log data reduction 
(30-50%), filtering by file type and traffic 
shunting, as well as a host of security and 
support processes.

The Corelight NDR playbooks screen out 
obvious dead-end data, such as repeat 
alerts or alerts that don't lead to an issue. 
Over time, these can be fine-tuned to make 
detection even more accurate. Corelight 
also offers its NDR with Splunk's Phantom 
Playbooks leveraging years of expertise 
and data knowledge delivered over their 
powerful platform.

Corelight also offers a Splunk app and 
integrates with the Splunk Enterprise 
Security SIEM using the Splunk Universal 
Forwarder to deliver rich network data to 
Splunk, resulting in faster, more actionable 
insights. One Splunk/Corelight customer 
described the integrated solution as "like 
Google for your network" and saw a 95% 
reduction in average incident response. 

The metadata that Corelight produces is 
1% of the volume of the packet-capture 
data it analyses. But whilst this represents 
a considerable reduction in data going 
to the SIEM and whilst all of this data is 
useful, not all SIEMs will use all of the NDR 
data. This means there will always be some 
redundancy, leading to inefficiency in the 
data flow between NDR and SIEM.
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4 THE SOLUTION

Using the Corelight NDR in conjunction 
with Cribl LogStream allows the business 
to identify and remove the data that the 
SIEM doesn't require. Cribl LogStream 
can distil the data down by 50-70% 
(depending on how many protocols  
are being analysed) in a process that  
4Data has called 'data distillation'. 

CASE STUDY 

EDUCATION FIRST

An education services company had already implemented next 
generation firewalls (North/South defences), anti-virus (endpoint 
protection) and a SIEM but still was unable to effectively respond 
to threats in the network. They effectively had all elements of 
the Triad except an NDR. The business sought a solution that 
would not inflate the cost of ownership and would not generate 
security noise (to keep costs and data noise down). On deploying 
Corelight’s NSM and completing the Triad, the business was able 
to reduce incident response time by 95%.

CASE STUDY 

ENERGY COMPANY

An energy provider was already using Splunk UBA for behavioural 
analytics and a network traffic analysis solution but it knew there 
were still gaps in its security monitoring. The business tested other 
solutions available on the market and opted for Corelight because 
this generated data that was more useful for security use cases 
that was also easy to correlate against other security data.

Data is taken from Corelight's virtual, software and cloud 
sensors and is put through a Cribl LogStream event 
stream processor (ESP). The Cribl ESP has the 4Data 
Distillation software pack installed, which was developed 
specifically to cater to the data structures of leading 
SIEMs. These pipelines remove the data that is surplus to 
the requirements of the SIEM. 

REAL-WORLD EXAMPLES OF THE TRIAD
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5 BENEFITS

Combining the NDR with 4Data's SIEM Data Distillation 
pack for Cribl LogStream is the only way to cost-effectively 
achieve the optimum security posture for the business and 
to complete the SOC Visibility Triad. The complete solution 
effectively reduces data ingest to the SIEM by 70%, which 
means it has the potential to significantly reduce SIEM licence 
fees and storage costs. This makes it much easier for the 
business to justify the investment.

While the 4Data/Corelight offering can reduce data throughput, 
it can also still retain a full set of data. Cribl LogStream can 
simultaneously send the full data set to remote storage such as 
S3 or Azure Blob while still distilling the data sent to the SIEM. 
This means that in the event of an investigation, the security 
team can call up and events from object storage and replay 
them by passing them through LogStream to the Splunk SIEM 
for analysis. Once the investigation is complete, the data can 
then be deleted from the SIEM. 

The cost savings generated by reducing the spending on SIEM 
processing can be used in various ways. The business may well seek 
to further reduce the total cost of ownership (TCO) associated with 
the SIEM and storage or may extend the use of Cribl LogStream 
to distil data from other sources. Or the business could choose to 
expand the capabilities of the SOC Visibility Triad still further.

So how could that expansion work? Typically, businesses focus on 
the data going in and out of the organisation first and foremost (the 
North and South) before they tackle data within the organisation. 
The cost savings generated by the NRD/LogStream can be used 
to build out this strategy still further by investing in more cloud 
sensors to broaden coverage and capture more suspect data. The 
development environment, for example, has arguably the least 
secure software and would therefore be a great candidate to monitor 
with NDR once all the core environments have been covered. Or the 
business might well choose to invest in remote storage, which would 
allow it to continually route a complete copy of the Corelight sensor 
data to an S3 bucket, enabling targeted security investigations on 
full event data as outlined above.
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6 ABOUT US

4Data brings to the table market-leading 
components and deep domain expertise  
in SIEM, NDR and ESP, which it has used  
to develop a bespoke tool based on the  
Cribl LogStream platform. Its ability to distil 
data makes NDR technology affordable  
(and therefore viable) for those 
organisations that have hitherto struggled  
to justify the costs involved in completing 
the SOC Visibility Triad. 

4Data Solutions provides solutions and 
services to help organisations unlock the 
potential of their data. We help businesses 
use data to innovate, differentiate and 
create new efficiencies whilst keeping it safe 
and aligned with regulatory compliance.

We have been working at the top end of 
Splunk professional services since 2008, 
and as a Cribl Elite Partner (EMEA), we 
implement Cribl LogStream to help solve 
business problems, including the reduction 

of TCO of Splunk and meeting data 
compliance demands. As C3M resellers, we 
have the ability to perform security audits 
on your public cloud infrastructure (AWS, 
Azure or GCP) and create a remediation plan 
to fix the issues found. We are also certified 
resellers of ThreatStatus, protecting your 
customers from credential stuffing and 
account takeover.

We are a Certified Global Splunk 
Professional Services Partner and Splunk 
Reseller and specialise in Splunk security 
and compliance with our consultants 
holding CISSP and Splunk Enterprise 
Security Certifications.  Our team has deep 
expertise around PCI DSS, having written 
and implemented a successful Splunk 
PCI app and a Splunk GPG13 app for the 
UK Government.  We also specialise in IT 
Operations, helping many Splunk clients 
with their ITSI implementations.

We have offices in the UK, South Africa and 
Germany. 

We strongly believe in conducting business 
ethically and that people value working with 
skilled and experienced technology partners 
who are also friendly, straight-talking, 
helpful and conscientious. That's why we 
have signed the UK HM Forces Covenant to 
help military veterans find work and have 
been selected to support the TechVets 
program, a Splunk initiative that helps 
military veterans become Splunk Certified 
Consultants. 

Whether you would benefit from help and 
guidance around the implementation of our 
cloud-native solutions or you need in-depth 
professional services to help you architect, 
deploy, maintain and support more complex 
solutions, we can help. 

For more information, please go to: 4datasolutions.com, call us on +44 (0)330 128 9180 or email info@4datasolutions.com. 
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6 ABOUT US

Corelight has over 25 years of experience  
in network traffic analysis, and its 
technology is based upon Zeek, which is 
widely perceived to be the gold standard  
for network insight. It also uses Suricata  
for alerts and Collections for data collection 
and encryption. 

Corelight covers all aspects of the process, 
as its products capture, interpret and 
connect data to network defenders. 
Products include appliances, virtual sensors, 
software sensors, cloud sensors, fleet 
manager, and it integrates with numerous 
technology platforms including Splunk, 
elastic, Chronicle, IBM QRadar, exabeam, 
Securonix and Sumo Logic.

Cribl LogStream is a market-leading Event 
Stream Processor (ESP) that can route, 
reduce and transform data, resulting in 
substantial cost savings for your data 
analysis platform license and storage. 
It processes logs, metrics and events in 
real-time and delivers them to the analysis 
platform of choice. This means it can be 
used to enrich and add context to data, 
secure data through redaction, obfuscation 
or encryption, or optimise it to enhance 
performance or meet cost requirements. 

Splunk Enterprise Security (ES) has long 
been in the leading quadrant of the Gartner 
SIEM Magic Quadrant.

The Splunk User and Entity Behaviour 
Analytics (UEBA) uses behaviour modelling, 
peer-group analysis, and machine 
learning to uncover hidden threats in the 
environment. It automatically detects 
anomalous behaviour from users, devices, 
and applications, combining those patterns 
into specific, actionable threats. 

Splunk ES and UEBA ingest data from the 
Splunk platform, which includes Splunk 
Enterprise and Splunk Cloud.

COMBINED
4Data brings to the table market-leading 
components and deep domain expertise 
in SIEM, NDR and ESP, which it has used 
to develop a bespoke solution based on 
the Cribl LogStream platform. The Cribl 
LogStream event stream processor can 
be used in conjunction with the Corelight 
NDR to distil and reduce data by up to 

70% by focusing on the protocols the 
SIEM recognises. Based upon Zeek, the 
open-source gold standard of network 
insight, the NDR is SIEM agnostic, so it 
can be used with a variety of proprietary 
SIEM solutions, including Splunk ES (and 
optionally UEBA). The 4Data/Cribl/Corelight 
product partnership makes NDR technology 

affordable (and therefore viable) for those 
organisations that have hitherto struggled 
to justify the costs involved in completing 
the SOC Visibility Triad. 4Data has partnered 
with Splunk since 2008, is a Splunk PS 
Partner, Cribl Elite Partner and Corelight 
Gold Partner.

https://docs.cribl.io/docs/about
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