






Executive Summary

Cloud infrastructure is the new datacenter for many organizations, making it a
key attack target. Reducing your cloud’s attack surface is paramount. Doing so
requires knowing: “Who can access my data?”

Here’s where the cloud’s smoke screen comes in. The complexity of cloud 
infrastructure – thousands of services, configurations, identities and policies 
determining access — makes it terribly hard to understand what is going on in 
your cloud, let alone control it. Efforts are exacerbated by shortages in cloud 
expertise, your cloud’s rapid expansion and the disappearance of the traditional 
network perimeter. You may have compliance and other solutions in place - but 
are they reducing your cloud’s risk?

The only way to meet your cloud’s biggest security challenge is by understanding 
effective access, which determines your cloud attack surface and the damage 
that could follow a breach.

Ermetic is a comprehensive cloud security platform for managing security and 
compliance in the most complex AWS, Azure and GCP environments. A SaaS 
solution, Ermetic spans full asset discovery, flexible risk auto-remediation, 
real-time anomaly detection, compliance auditing and policy enforcement. The 
unique identity-first architecture gives deep visibility into effective access and the 
toxic scenarios that put data at risk, and unifies cloud infrastructure entitlement 
management (CIEM) and cloud security posture management (CSPM) in one 
platform. Using Ermetic lets you improve your cloud security posture and 
implement zero trust and least privilege across your multicloud environment 
while achieving cost-saving collaboration across security, devops and IAM.

Use cases: Getting it done with Ermetic

Your organization faces its own unique challenges in its ongoing journey to better 
cloud security. Ermetic address your needs including:

Why don’t current solutions work?

New challenges are emerging, and old tools don’t address today’s use cases. To 
cite a few: 

Decentralized governance. DevOps automation is important but security teams 
need visibility to ensure it's done correctly. Embedding security oversight in 
workflows is challenging.
Goal: Position Security teams as enablers, not blockers.

Identity and access security solutions are unsuited to cloud infrastructure. IGA, 
PAM and other access control tools were not designed for the granularity and 
complexity of service identities.
Goal: Monitor identities and entitlements in one place, to achieve least privilege.

Driving blind. Cloud complexity hides misconfigurations and access risks such as 
toxic combinations. Native tools lack depth and context, overlook excessive 
privileges and are hard to operationalize.
Goal: Automate contextual, cross-cloud risk analysis.

“Fake” tools. “Magic dashboards” try to consolidate tools but lack depth and 
interconnectedness, and give the illusion of control without rooting out risk.
Goal: Implement a real, contextual solution that integrates security categories. 

Excessive entitlements. Admins are often over-privileged because 
understanding needed access is so hard. Service identities are granted full 
privileges so an application will run, increasing the blast radius in production.
Goal: Assign privileges based on actual need.

CSPM is not enough. Standard CSPM offers broad compliance checks but not the 
access governance or least privilege called for by industry standards. Lack of 
depth prevents essential insight into risk such as which misconfigurations expose 
resources to the internet.
Goal: Find the root cause of misconfigurations and remediate.

Essential capabilities for cloud 
infrastructure security

The Ermetic SaaS platform delivers effective cloud infrastructure security for AWS, 
Azure and GCP. It provides full-stack, actionable risk insight across identities, 
configurations and resources. It cuts through cloud infrastructure complexity to 
reveal all assets and relationships, and exposes the toxic permission scenarios 
that put data at risk.

Gain deep visibility and manage your multi-cloud assets
           
Visualize and manage all cloud resources, identities and configurations from 
one pane of glass

Ermetic discovers all resources, human and service identities, permissions and 
configurations in your cloud environment to provide a contextual inventory for 
managing your assets – across regions, accounts, divisions and multiple cloud 
infrastructures. The platform analyzes all policies and provides detailed 
visualization of access paths to resources. An actionable dashboard offers risk 
metrics and compliance status. Specific views allow a granular look at any 
resource or identity’s configurations, permissions, network exposure and activities. 
Smart, customizable queries and easy-to-view activity logs help you investigate 
anomalies. Integrations with Okta, Azure Active Directory (AAD) and other external 
identity providers bring all third-party and federated identities into your asset 
inventory.

Use the Ermetic dashboard to answer questions like: How many resources are 
exposed? How many entitlements are excessive? Where to improve compliance? 
What are my top risks?

Assess risk across the full cloud stack

Assess and prioritize risk holistically to reveal misconfigurations, excessive 
permissions and toxic scenarios that put your data at risk

The Ermetic platform applies continuous risk analysis to all identities, network, 
workloads and storage in your cloud infrastructure and prioritizes the findings by 
risk severity. It identifies misconfigurations, toxic permissions combinations and 
vulnerable workloads, as well as over-privileged and inactive identities, excessive 
and risky permissions, and access risk involving privileged third parties and 
federated identities. The platform analyzes configurations of network elements 
and resources to reveal risky exposure of resources to public access. Access 
graphs and tabular displays let you easily assess and investigate. Ermetic works 
with your tech stack, including Datadog, Slack and Splunk, and email, ServiceNow 
and Jira, so you can communicate seamlessly with stakeholders and deliver 
optimized policies in your IT and DevOps workflows.

Use Ermetic risk insights to answer questions like: Is unencrypted data exposed? 
Is this entitlement used? Are secrets stored in vulnerable locations? Can a user 
escalate privileges? 

Remediate and shift left

Mitigate faulty configurations and risky privileges through auto-remediation 
tools and integration with ticketing, CI/CD pipelines and IaC – and automate 
guardrails against unauthorized access

Upon identifying misconfigurations, the Ermetic platform flags them, identifies the 
root cause and makes policy recommendations for their remediation. Upon 
detecting risky privileges, it generates least privilege policy recommendations 
based on actual use. It offers security teams flexible remediation options: direct 
mitigation using instant wizards, with straightforward remediation steps, or 
ticketing of the new policies through CI/CD pipelines (Jira, ServiceNow,…) for 
evaluation and action by the relevant owners. You can support shift left by 
delivering IaC snippets in Terraform and CloudFormation and by creating 
automated guardrails – using built-in and custom policy templates – for 
identities, resources and network configuration that prevent unauthorized access. 
Ermetic can serve as a centralizing cross-team policy advisor for avoiding access 
risk in development and staging, and moving to production with optimal security.

Use Ermetic remediation capabilities to address questions like: How are 
stakeholders notified of a new finding about a misconfiguration? How are 
misconfigurations tracked until resolved? How do I define the best remediation 
method for each issue found?

Detect anomalies and investigate threats

Detect suspicious behavior and configuration changes with continuous 
behavioral analysis and customizable alerts 

Ermetic helps improve your cloud security posture by tracking suspicious activity 
against behavioral baselines and making investigation easy. The platform 
detects anomalies in real-time and accurately determines potential threats, 
minimizing false positives. It also detects unusual data access, privilege 
escalation and other identity-related threats, as well as changes in login settings, 
unusual reconnaissance, and unauthorized use or theft of access keys. Ermetic 
identifies configuration anomalies related to network exposure, data security and 
audit settings. It analyzes every cloud provider log to reveal the identity behind an 
activity and affected accounts, resources and services. Enhance your access 
governance efforts through smart queries on these enriched, contextual activity 
logs.

Use Ermetic threat investigation capabilities to answer questions like: How was this 
resource actually used? What anomalies are possible threats? Is there reconnaissance 
activity in my environment?
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Audit compliance and govern access

Audit inventory and report on compliance with industry standards and best 
practices

Ermetic enables continuous compliance audit with industry standards and best 
practices, including GDPR, HIPAA, ISO, NIST, PCI and SOC2, and CIS and AWS Well 
Architected. It offers customization to help you align activities in your cloud 
environment with your organization’s preferences and out-of-the-box 
compliance standards. The custom policy templates let you define what is and is 
not permitted, and the actions that are to take place when a violation is detected. 
Using Ermetic customized reports you can communicate with stakeholders on 
internal compliance, external audit and daily security activities, including asset 
inventory, misconfigurations and network configuration.

Governing access. Standard cloud security posture management tools offer only 
basic compliance checks for identities such as MFA but fall short on security 
controls for access and least privilege. CSPM tools lack the depth to answer basic 
questions about who is accessing what. In fact, all security and privacy 
regulations include requirements for access governance, least privilege and 
other security controls. By offering CIEM and CSPM in one platform, Ermetic gives 
you the ability to execute effective compliance.

Use Ermetic compliance capabilities to address questions like: Will leadership 
accept our cloud security posture status? How do I extend compliance auditing 
to our new acquisition?

Detect anomalies with threat potential -- and improve your security posture with continuous risk
analysis against behavioral baselines

Easily investigate incidents and entitlement usage with enriched activity logs

Summary: Take action to protect your 
cloud effectively

Ermetic is a holistic, comprehensive cloud security platform for AWS, Azure and 
GCP that offers you the unique advantage of assessing cloud risk more 
accurately, from the perspective of identity. In use by hundreds of organizations 
worldwide, in thousands of accounts, and analyzing risk on millions of resources, 
the platform gives you clarity, insight and context into what is happening in your 
cloud infrastructure. It helps you understand, investigate and mitigate risky 
access, configurations and threats, and streamline and improve control of your 
cloud security posture.

Fast to operationalize and deliver results, Ermetic offers an incremental path, 
suited to your organization, to greater cloud security maturity. Gartner recently 
defined cloud native application protection platforms (CNAPP) as a holistic 
lifecycle strategy for managing cloud risk from development to runtime. Ermetic 
is a strong starting point on your journey to CNAPP.

Allow Ermetic to help you secure your cloud infrastructure with success.
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you the ability to execute effective compliance.

Use Ermetic compliance capabilities to address questions like: Will leadership 
accept our cloud security posture status? How do I extend compliance auditing 
to our new acquisition?
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Audit your organization’s compliance using Ermetic’s built-in and custom policies

Summary: Take action to protect your 
cloud effectively
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accurately, from the perspective of identity. In use by hundreds of organizations 
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the platform gives you clarity, insight and context into what is happening in your 
cloud infrastructure. It helps you understand, investigate and mitigate risky 
access, configurations and threats, and streamline and improve control of your 
cloud security posture.

Fast to operationalize and deliver results, Ermetic offers an incremental path, 
suited to your organization, to greater cloud security maturity. Gartner recently 
defined cloud native application protection platforms (CNAPP) as a holistic 
lifecycle strategy for managing cloud risk from development to runtime. Ermetic 
is a strong starting point on your journey to CNAPP.
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accurately, from the perspective of identity. In use by hundreds of organizations 
worldwide, in thousands of accounts, and analyzing risk on millions of resources, 
the platform gives you clarity, insight and context into what is happening in your 
cloud infrastructure. It helps you understand, investigate and mitigate risky 
access, configurations and threats, and streamline and improve control of your 
cloud security posture.

Fast to operationalize and deliver results, Ermetic offers an incremental path, 
suited to your organization, to greater cloud security maturity. Gartner recently 
defined cloud native application protection platforms (CNAPP) as a holistic 
lifecycle strategy for managing cloud risk from development to runtime. Ermetic 
is a strong starting point on your journey to CNAPP.
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