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A helpful guide
to your
Splunk investment




If you're already a Splunk user or
are considering investing in it,
this guide is designed for you.

Having worked at the top end of Splunk Professional
Services since 2008, we've put together this practical
guide to help ensure you get the best value out of your
Splunk investment.

Splunk is an undeniably powerful and highly effective
data analytics platform, but making the most of it
requires an in-depth understanding of the totality of the
Splunk solution.

In this guide, you'll learn why going it alone with Splunk
isn’t the right answer, what to look for when choosing a
Splunk Professional Services Partner, and how 4Data’s
approach to Splunk consultancy ensures Splunk adds
defined business value and supports your key drivers
and outcomes.
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Navigating a challenging
business landscape

We know businesses are having to navigate a challenging
economic landscape. This ‘VUCA' world we're living in means
businesses are dealing with continued volatility, uncertainty,

complexity and ambiguity.

Despite the global economy showing
signs of gradual recovery from the
pandemic and Russia’s invasion of
Ukraine, economic growth remains
weak, global activity is losing
momentum, the threat of inflation is
ever present, and businesses are still
facing increasing costs.

1 IDC Data Age 2025 white paper

2 Forbes https://www.forbes.com/sites/forbesagencycouncil/2020/01/17/the-past-present-and-future-of-big-data-in-marketing/?sh=514f39865da9

Against this uncertain economic
backdrop, data continues to explode,
with the International Data Corporation
(IDC) predicting that the global data
volume will expand to 175 zettabytes
by 2025". This ever-increasing volume
of unstructured data must be stored,
managed, secured and analysed.
Forbes predicts that 150 trillion
gigabytes of real-time data will need
analysis by 20252,
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Essential and valuable data insights

Gleaning value from data and keeping it safe have rapidly become

board-level issues as businesses continue the rush to adopt a
data-driven culture to avoid falling behind their competitors.

Directors are finding themselves under
increased pressure to keep their costs
down and sustain growth while at the
same time managing increasing volumes
of data.

The need for data analytics platforms like
Splunk has never been greater as a means
of getting valuable data insights for new
operational and business efficiencies.

But with the data explosion showing

no signs of slowing down and the global
economy still not out of the woods,
there is a very real risk that the costs

of managing data analysis could
explode in the same way that data
volume is exploding.

New workload-based pricing models
offer some help to overcome the
volume-based pricing woes, but there
really is no escaping the fact that more
data means more expense when you
include all cost factors.

Splunk is an undeniably powerful and
highly effective data analytics platform
for security, service management and
business intelligence, but it requires

a considerable upfront investment,
together with substantial and ongoing
licence, compute and storage costs.

Businesses need to optimise their
spending while simultaneously managing
business risk and identifying what to
prioritise for observability.

Given the economic, data and budgetary
challenges businesses face today, it's
clear that getting the best value out of
your data and your Splunk investment

is imperative!
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Why going it alone with Splunk
iIsn’t the right answer

If you're already a Splunk user or are considering investing in it,
you will no doubt be looking to add defined business value and
support your business drivers and outcomes.

Splunk has enormous value as a business To properly architect an enterprise The only surefire way to really make the
intelligence tool, but only if it really works Splunk deployment is incredibly most of your Splunk investment is by
for you and your business. It is a highly complex, and it is often the case that appointing a highly experienced Splunk
versatile but complex platform with a businesses don’t have the in-house Professional Services Partner who

vast range of features and capabilities skills or knowledge to fully exploit understands every feature of Splunk
that make it a fantastic tool for security, its features and functionalities in line inside and out, the implementation
systems and infrastructure insights, as with specific requirements - or to fully challenges and workarounds and how
well as an invaluable business intelligence integrate it with other systems within to use complementary technologies to
tool for CxOs. the business. innovate the solution for further value.
All too often, though, businesses fail to Making the most of Splunk requires an

gain a return on their Splunk investment in-depth understanding of the totality of

and miss out on the totality of the the Splunk solution — everything it can

opportunity Splunk presents because do, its different versions, features, tools

they decide to ‘go it alone’ rather than and dashboards, and its limitations.

bring in outside skilled help from certified
Splunk consultants.
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Why choosing the right
Splunk Professional Services
Partner is critical

When you’ve invested a significant amount of money upfront for
Splunk and are already having to budget for high ongoing licence
and storage costs, making the wrong choice when it comes to a
Splunk Professional Services partner could cost you dearly.

There are many Splunk Professional
Services businesses today that are
great for straightforward project
implementation, but to truly make the
most of Splunk and maximise your ROI,
you need a partner that does much
more than “code and config”.

Having a Splunk partner who works with
you to understand what you want to
achieve and qualify what good ROI looks
like is critical. Then, achieving a fast
time-to-value will help CxOs justify the
spend on Splunk and demonstrate that it
adds defined business value and supports
business drivers and outcomes.
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4Data’s unique approach
to Splunk consultancy

We aren’t ones to blow our
own trumpet, but we really
know what we're talking about
when it comes to Splunk
Professional Services, and
over the past 15 years since
Splunk’s inception, we have
honed a unique approach to
Splunk consultancy.

Our senior management team were

the original pioneers of the first
Professional Services methodology

for the Splunk market in EMEA. When,
in 2009, Splunk came to build a
Professional Services department in
EMEA, they came to us (then EQALIS -
4Data’s predecessor) to learn from our
approach. Some of the key technical
Splunk people in London cut their teeth
at EQALIS, which our CEOQ, lan Tinney,
set up in 2007 and ran until 2013, when
he successfully sold it.

With this background and experience
under our belts, we know precisely
how to get the most from Splunk for
your infrastructure, security, service
management and business intelligence
needs.

We not only know the right questions
to ask to truly understand your goals,
drivers, challenges and pain points,
but importantly, we're also highly
experienced in communicating and
working with all the key stakeholders
at every level of an organisation.

Whether it's C-Suite decision makers
focused on business outcomes,
systems engineers focused on
architecture, or security managers
focused on code, we know how to talk
the language that will resonate with
them and get them on board with the
Splunk adoption. All of this serves to
architect the best design of Splunk to
meet all your requirements.
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What to look for when
choosing your Splunk
Professional Services Partner

With the economic, data and budgetary challenges you
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to help you find a Splunk Professional Services Partner
that can really make Splunk work for you — whether for
security, systems and infrastructure purposes or for its
enormous value as a business intelligence tool for CEOs.

**********




What to look for when choosing your Splunk Professional Services Partner

OURLIL: IR IFOR CHOOSING A SPLUNK PARTNER

Look for a Partner that...

1 Understands all the versions of Splunk inside and out
- all the deployment options, and the challenges and
workarounds that each option presents.

2 Understands the totality of the Splunk solution with
all its features, tools and extensibility. Make it WORK
for you, whether for its fantastic security, systems
and infrastructure insights or its enormous value as
a business intelligence tool for CEOs.

Understands and offer complementary technologies
and systems integration — enabling further innovation
and efficiencies with Splunk.

3 Knows the questions to ask to truly understand your
goals, drivers, challenges and pain points.

Works with you to qualify what good ROI looks

like, detail out the total cost of ownership for
transparency, manage expectations and budgetary
planning, and establish what the likely time-to-value
is on any project.

4 Understands in detail the best consultative approach
and application to all project stages — from discovery
conversations through design to implementation,
training, support and further use-case development.

Has extensive experience in your industry sector and
know exactly how to get the best value out of Splunk
in that sector. And, where relevant, have experience
in the unique requirements of highly regulated
industries.

5 Works to gain an in-depth understanding of the
challenges at all levels, from C-suite business-
related concerns to the more technical concerns
of influencers and users.

Has experience in working with vast and complex
Splunk environments.

10

Invests in local talent who understand the culture as
well as the business and technical challenges rather
than using cheap, offshore, remote-based staff to
maximise profit.

e‘ MAXIMISING YOUR SPLUNK INVESTMENT




What to look for when choosing your Splunk Professional Services Partner

AN ETHICAL PARTNER

When choosing a Spunk Professional
Services Partner, one factor gaining
increasing influence is the ethos and
ethics of your chosen partner. More than
ever before, businesses and the people
who run them are looking for technology
partners who are not only skilled and
experienced but also ethical, straight-
talking, open and transparent.

All of these are central to 4Data and

the way we have always operated, as
reflected in the many commitments we
make as a business. We have signed the
UK HM Forces Covenant, whereby we have
promised to help veterans find work. You
can read more about our pledge here.

CYBER
ESSENTIALS

CERTIFIED

ARMED FORCES
COVENANT

NS

Alongside and supporting this, we are a
member of the ADS Group, an organisation
that represents and supports over

1,100 UK businesses operating in the
aerospace, defence, security and space
sectors. We also work closely with the
charity TechVets so that we can continue
to provide appropriate employment
opportunities to the community of military
veterans they support.

Finally, we support the Better Business
Act, a campaign to change UK law to
ensure that company directors are
responsible for advancing the interests
of shareholders alongside those of
wider society and the environment.

QAS International

REG OMPANY

better business
\
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ADDING VALUE IN
HIGHLY REGULATED
INDUSTRIES

Finding the right Splunk partner
comes with an added layer of
complexity for those businesses
operating in highly regulated
industries such as defence, UK
local and central government,
finance, retail, healthcare,
insurance, gambling, energy
and telecoms.

In these industries, finding

a partner with extensive
knowledge of the regulatory,
compliance and staffing
challenges is vital. For example,
we create continuity where staff
rotation is a challenge, and we
only employ staff who are local
to our customers — whether
that’s in the UK or Germany -
rather than offshoring work.

This is where 4Data can really
add value. We have vast
experience in highly regulated
industries, so we really know
our stuff.
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Introducing our Splunk
Professional Services Team

At 4Data, we have a team of highly
qualified, experienced and certified
experts who provide a customised
service, ensuring Splunk environments
are optimised to meet specific needs.

Across the team, we have consultants and
architects who hold a range of certifications and
accreditations in Splunk Enterprise and Splunk’s
premium apps, like Enterprise Security (ES).

All of our Splunk experts hold several accreditations, for example:

Splunk Core Certified Consultant

Splunk Accredited Enterprise Security (ES) Implementation

Splunk Accredited Splunk Cloud Migrations Consultant

Splunk Accredited Splunk Cloud Advanced Migrations Consultant
Splunk Soar Certified Automation Developer

Splunk Enterprise Security (ES) Certified Admin

Splunk Accredited User Behaviour Analytics (UBA) Implementation

Splunk Accredited Splunk Cloud Fundamentals Consultant

CERTIFIED ACCREDITED ACCREDITED ACCREDITED
Splunk Core Certified Splunk Accredited Splunk Accredited Splunk Accredited
¢ Consultant E: Implementation Cloud Migrations Cloud Advanced

Consultant

Migrations Consultant

CERTIFIED CERTIFIED ACCREDITED ACCREDITED
Splunk SOAR Certified Splunk Enterprise Splunk Accredited Splunk Accredited Cloud
Automation Developer Security Certified Admin UBA Implementation Fundamentals Consultant
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Introducing our Splunk Professional Services Team

We invest heavily in ongoing training
and certification to ensure that our

consultants are always at the very ‘ ’ , i
top of their game in terms of Splunk AT %M% T
knowledge and capabilities. They are s : | i RS ARA
trained by some of the most experienced ‘
and well-respected Splunk Professional 3
Services consultants in the world. . W s <

As a business, we are passionate
about getting to grips with our
customers’ challenges and have the
skills and expertise to identify and
address issues related to indexing,
search performance, data volume,
forwarder configuration, infrastructure,
security, licensing and optimisation.

IEEEEEERID

We only employ staff who are local to
our customers — whether that’s in the
UK or Germany - and don’t offshore
any of our work.
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Our four-phase approach to
Splunk Consultancy

4Data has a unique approach to Splunk consultancy, which
comprises four phases — Discover, Design, Deliver and Develop.
This approach serves to architect and implement the best
design of Splunk to meet your infrastructure, security, service
management and business intelligence needs.




Our four-phase approach to Splunk Consultancy

Q DISCOVER

Our first goal is to ensure we
understand your business needs so we
can align the design of the solution to
the desired outcomes.

Our Discover phase comprises asking
the right questions and offering
suggestions based on our unique and
extensive experience.

Our Discover phase has two essential elements:

1. We ask the right questions to gain
insights into your requirements to
be able to build you the most
effective and valuable Splunk
deployment we can.

2. We offer suggestions based on our
unique and extensive experience
building world-class data analytics
platforms using Splunk (and on
behalf of some of the largest
Splunk customers in Europe).

We start by asking:

« What are the high-level goals of the
organisation, the project and the team?

« Where is the data we need to collect to
achieve these goals?

« How are we going to get that data?

We also stress test viewpoints to ensure
we offer the best guidance and value,
and we check if other approaches have
been considered, asking questions such
as “Why is that data important?”, “What
will that report help you achieve?” and
“Who needs this information?”.

With goals clearly understood and
knowledge established around the data -
and the machines, devices and methods
to get it — we are then in a position to
create the design.

As an independent Splunk reseller, we are
ideally placed to suggest complementary
technologies and solutions where we think
they would help.

e. MAXIMISING YOUR SPLUNK INVESTMENT
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Our four-phase approach to Splunk Consultancy

2. DESIGN

After all the exploration work has been
undertaken in the Discover phase, we
move to the Design phase.

We gather all the stakeholders who
will be impacted by the Splunk
implementation for a Design Workshop.

During the Design Workshop, we:

« Establish the customer’s business
drivers, goals and expectations.

« Explain the concepts, key features
and benefits provided by Splunk and
the different ways we can use them
to achieve each goal, explaining each
feature’s pros and cons as we go.

« Through discussion and careful
consideration, we reach an agreement
with the customer about the ideal
way to design each element of the
Splunk platform to best meet their
requirements.

The output of this workshop is a
high-level design document that will
be used by one of our consultants to
implement the design in a way that
the customer understands and has
agreed to.

This document gives both our
customer and the consultant
implementing the project complete

clarity on what has been agreed upon

and what will be implemented.

It also includes answers to the majority
of questions that the consultant might
have when doing the job so that they
can turn up, read the design doc and
know what has to be done.*

* This applies to greenfield Splunk sites. Where a customer already has Splunk in place, we create a more straightforward Statement

of Works, e.g., where the customer is adding apps or making changes and improvements.
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Our four-phase approach to Splunk Consultancy

4 DELIVER

When choosing a Splunk Professional
Services Partner, trust and experience
are essential. We have an unsurpassed
level of experience and trust in working
with customers’ valuable data.

Whether you work in a highly regulated At 4Data, we:

sector or have to tick certain boxes

when appointing an implementation + Only employ staff who are local to our
partner, we can help. customers — whether that’s in the UK or

Germany - rather than offshoring work.
Splunk implementation and testing
are the technical parts of the job and
are things that any reasonable Splunk
partner can do for you.

< Actively employ service leavers
and veterans and work closely with
TechVets.

« Have strong working and business
ethics and are signed up to the Better
Business Act.

However, you may have specific
industry sector or company cultural
needs (for example, you may be in

a highly regulated industry or have
ethical partner measures in place), or
you may be required by your sector or
organisation to tick boxes when finding
an implementation partner.

Are very experienced in highly regulated
industries — defence, UK local and
central government, finance, retail,
healthcare, insurance, gambling, energy
and telecoms - with detailed knowledge
of the relevant legislation and regulatory
compliance in each.

e’ MAXIMISING YOUR SPLUNK INVESTMENT
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Our four-phase approach to Splunk Consultancy
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Post-deployment, we make it our job to We also recognise that there is We achieve this by transferring our

review, learn and improve things further. increasing pressure to justify spending. knowledge and skills so that you
continue without us - only leaning

We fine-tune the searches, reports, At 4Data, we employ a “teach a man back on us where necessary.

dashboards and alerts so that we to fish” philosophy so that, whilst we

can continue to help you evolve and are always there to help you, we are

innovate your implementation to deliver equally happy to train you to be as

further value. self-sufficient as you wish.
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Overview of our
Splunk Professional Services

At 4Data, we offer a full range of professional services for Splunk,
delivered by a team of highly qualified and experienced experts
who provide a customised service, ensuring Splunk environments
are optimised to meet specific needs.

We offer consulting and implementation services for Splunk Enterprise, SmartStore,
Splunk Cloud, and Enterprise Security. We also offer Splunk Health Checks. In addition,
we also provide solutions for monitoring and observability through the use of Splunk
Observability Cloud, a powerful product that delivers cloud-based monitoring and
observability for IT operations.




Splunk Development Services

SPLUNK APP
DEVELOPMENT

We create custom Splunk apps
tailored to meet your unique
business needs. We efficiently
display data using visually
engaging Splunk dashboards
and data visualisations.

CUSTOM APP
DEVELOPMENT

We design versatile custom Splunk
apps with features like modular
inputs, scripted inputs, JavaScript-
based Ul enhancements and Python
custom commands to address

demanding enterprise requirements.

MONITORING AND ANALYSIS SERVICES

Splunk Dashboard Development
and Optimisation

Developing and optimising Splunk dashboards
for monitoring, analysis and performance

Splunk Enterprise

Assessing the health of a Splunk Enterprise
deployment and providing recommendations
for improvement within a concise report

Health Check
(see the next page for further details of what
is covered in this Health Check)

Splunk Cloud Assessing the feasibility and cost of migrating

Migration Assessment

to Splunk Cloud

Splunk ITSI Implementation
and Workshops

Implementing Splunk IT Service Intelligence
for monitoring and analysing IT services and
providing use case workshops

e' MAXIMISING YOUR SPLUNK INVESTMENT

19



Splunk Development Services

DEPLOYMENT AND MIGRATION SERVICES

Splunk Cloud Deployments

Deploying and working on Splunk in the cloud

Splunk Observability Cloud

Delivering a cloud-based monitoring and observability platform for IT operations

Splunk Enterprise SmartStore
Sizing and Implementation

Sizing SmartStore appliances and related components and implementing SmartStore,
including related tasks

Splunk Enterprise
Large-Scale Deployments

Deploying and managing Splunk Enterprise at scale

Splunk Cloud Migrations

Migrating on-premises Splunk deployments to Splunk Cloud

IMPLEMENTATION AND CONSULTING SERVICES

Splunk Dashboard Development
and Optimisation

Developing and optimising Splunk dashboards for monitoring, analysis and performance

Splunk Enterprise
Health Check

Assessing the health of a Splunk Enterprise deployment and providing recommendations
for improvement within a concise report (see below for further details of what is covered
in this Health Check)

Splunk Cloud
Migration Assessment

Assessing the feasibility and cost of migrating to Splunk Cloud

Splunk ITSI Implementation
and Workshops

Implementing Splunk IT Service Intelligence for monitoring and analysing IT services
and providing use case workshops

e' MAXIMISING YOUR SPLUNK INVESTMENT
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Splunk 5-day Health Check

To ensure our customers optimise the performance of their Splunk
environment to meet their data and analytics needs, we provide

a Splunk 5-day Health Check. This helps to identify and address
issues before they impact business operations or user experiences.




Splunk 5-day Health Check

DAY 1

Discover

Focuses on introductions and
requirement gathering for the
following areas:

« Environment discussion
« Architecture review

« Applications in use

» User base and usage

o Customer use cases

Search Performance

Focuses on reviewing search
performance and usage patterns.
The top 10 under-performing
searches will be optimised with
the customer in accordance with
Splunk’s best practices.

« Review of data model acceleration
completion

« Overall search performance
analysis and optimisations

« Saved search inventory review

DAY 2
Server Instance Configuration and Health

(the Splunk Technical Assessment
application is installed)

Focuses on reviewing server performance
and the configuration settings for each
Splunk instance:

» Review of server-level configurations
« System resource utilisation

« Splunk instance configuration
and consistency

» Review of installed applications
and their function

» Splunk internal errors and messages

Knowledge Objects/Security and Wrap-up

» Review roles and RBAC settings
« Architecture diagram creation

o Wrap-up meeting of the completed work

DAY 3

Data Review

Focuses on reviewing data onboarding
best practices and ensuring the customer’s
current environment adheres to it.

The following tasks are undertaken:

« Introduction to data onboarding best
practices presentation and
whiteboard session

« Index sizing and capacity
planning session

- Data feed and forwarder
health review

« Field extraction review
and best practices

DAY 5

A review of the security of the environment and RBAC. Time permitting, a dashboard
best practices session will be held. At the end of the day, the consultant will perform
a wrap-up meeting to identify the findings throughout the week.

» Additionally, start undergoing IO stress test on on-prem environments

G' MAXIMISING YOUR SPLUNK INVESTMENT

22



FREE One-Day
Splunk Health Assessment

We recognise that the Splunk 5-day Health Check requires

a commitment in terms of both time and budget, so to give you
a taste of what you'll get out of that investment and what it’s
like working with 4Data, we offer new customers the option of
a FREE One Day Splunk Health Assessment.

During the day, we will cover the most valuable elements from Day One
of the Splunk 5-day Health Check (Discover), exploring:

» Search performance: we check the » General system health: we check if
overall efficiency of your Splunk you are running out of storage, if you
environment have enough CPUs, how your set-up is

architected and whether your systems

- Data onboarding: we check how your are generally healthy

data sources are set up

To take advantage of our Ja = ST EECENVAS o (13118 2 CEN GRS G i or find out more about our Splunk

Professional Services, please call +44 330 128 9180 or email info@4datasolutions.com.
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About 4Data

4Data brings together a team of technology
experts who thrive on a challenge. We have
been working at the top end of Splunk
Professional Services since 2008. We are a
Certified Global Splunk Professional Services
Partner and Splunk Reseller, specialising in
Splunk security and compliance. We are also
a Cloud Migration Co-Delivery Partner.

We have offices in the UK and Germany.
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Contact us today at: 4datasolutions.com, call us on +44 (0)330 128 9180 or email info@4datasolutions.com.
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